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ABSTRACT
In HCI, adult concerns about technologies for children have
been studied extensively. However, less is known about
what children themselves fnd concerning in everyday technologies. We examine children’s technology-related fears
by probing their use of the colloquial term “creepy.” To understand children’s perceptions of “creepy technologies,” we
conducted four participatory design sessions with children
(ages 7 - 11) to design and evaluate creepy technologies,
followed by interviews with the same children.
We found that children’s fear reactions emphasized physical harm and threats to their relationships (particularly with
attachment fgures). The creepy signals from technology
the children described include: deception, lack of control,
mimicry, ominous physical appearance, and unpredictability. Children acknowledged trusted adults will mediate the
relationship between creepy technology signals and fear responses. Our work contributes a close examination of what
children mean when they say a technology is “creepy.” By
treating these concerns as principal design considerations,
developers can build systems that are more transparent about
the risks they produce and more sensitive to the fears they
may unintentionally raise.
CCS CONCEPTS
• Human-Centered Computing → Collaborative and
Social Computing; • Human Centered Computing →
Human Computer Interaction (HCI).
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INTRODUCTION

Children frequently encounter new information communication technologies that are novel and innovative, but also
unknown, unfamiliar, and potentially scary. In HCI, although
adults’ concerns about technologies for children have been
studied extensively - including fears about children’s privacy,
security, and online safety (e.g., [16, 18, 55–57, 94, 100]) - less
is known about what children themselves fnd concerning or
disturbing in the technologies they encounter in everyday
life.
Although it is essential to understand parents’ fears and
to defne policies that are sensitive to the whole families’
needs, there is also a need to further examine children’s perspectives of a fast-changing world of technology and how it
relates to fears and apprehension in childhood [43]. By understanding children’s perspectives of the relationship between
fear and technology, we can make better evaluations and designs for children. Understanding children’s perceptions and
expectations of technologies matters as much as parental perspectives since families use technologies together [15, 86, 87].
To understand children’s perspectives of creepy technologies, it is necessary to develop a conceptual model of how
children think about the technologies that surround them.
We examine children’s perceptions of fear through the
colloquial term of “creepy.” We chose to examine children’s
perceptions of creepiness because it is an all-encompassing
everyday word that covers topics of threat, fear, strangeness,
weirdness, unpredictability, and the unknown [63, 88]. In our

research on child-computer interaction, children in our studies and design sessions often used the word “creepy” as a way
to convey negative feelings about design and technology. Surprisingly, creepy as a term has just recently been defned and
studied [63, 88]. We aimed to answer two research questions:
RQ1. What do children consider disturbing or unsettling
about the technologies they encounter? What properties signal to a child that a technology does not deserve their trust?
RQ2. When children fnd a technology creepy, what is it
that they are worried about?
To understand how children conceptualize how technologies can be creepy, threatening, and fearful, we conducted
four participatory design (PD) sessions and a set of interviews with an intergenerational co-design group of 11 children (ages 7-11, with at least eight of these children present
at each session). The sessions concentrated on co-designing
creepy and trustworthy technologies and evaluating a series
of technological scenarios. We used a diferent design activity for each session to elicit how children conceptualize fear
and technologies.
We contribute to the discussion on children, fear, and
technology in three ways. First, we report a set of design
categories that signal to children that a technology is creepy.
Second, through the development of a conceptual model
of creepiness, we show links between these design signals
and the fears they instill. Finally, we provide parental recommendations for managing technologies in the home and
design recommendations to prevent the inadvertent design
of creepy technologies.
2 BACKGROUND
Childhood and Normal Fear
Fear is needed as an integral and adaptive aspect of development that warns organisms to fee danger [43]. From an
evolutionary perspective, fear is needed for humans to survive dangers, such as predators [35], contamination and contagion [34], status threat [78], and violence [50]. Extensive
research into “normal fear” in childhood spans over a century
[42]. Normal fear, defned as an adaptive response to real
or imagined threat, is one of the most researched emotions
in children [42, 43]. In developmental psychology, there are
typical fears that show up in stages in childhood. In early
childhood (18 months to 5 years), children are able to explore the world more. This means that fear transitions even
more towards stranger anxiety [21, 30] and adaptations to
the world [19]. Towards middle childhood (ages 6-9 years),
fear develops against monsters and mysterious intruders [82]
with much of these fears infuenced from cultural aspects

like myths, stories, fairy tales, and mass media [49]. In middle to late childhood (ages 9-12 years), social anxieties and
worries take place, such as loss of friendship, betrayal, and
the beginning of social threats online [26, 32, 92].
Despite diverse cultures, environments, and social status,
threats and fear development in children are quite stable
across humans [19]. This can be seen in early and middle
childhood fears of bedtime and isolation across cultures [48,
77]. Interestingly, children are more fearful of potential and
probable threats, than actual threats [19]. However, children
are not irrational or misguided. Boyer and Bergstrom’s [19]
review found that children’s fears correspond and come to
fruition when actual dangers begin to occur in their lives.
Children and adults are also similar in respect to fear of
dangers that are not part of their direct world. Fear is not
just an inherently biological response to the world, but also
part of the learning system of a child [12–14, 17]. Children
can vicariously learn to fear, even without direct contact with
fear stimulus [12–14]. As such, it is important to consider
how technologies over time can develop as part of children’s
fear.
Families, Technologies, and Fear
More recently, with the growing use of technology in the
home, both parents and children have developed an increased
awareness of safety, as well as anxiety [18, 51, 84]. Marwick
[61] calls this new fear, “technopanic,” that is “an attempt
to contextualize the moral panic as a response to fear of
modernity as represented by new technologies.” The rise
of modernity and unknown technologies has increased parents’ own fears [84]. As parents become increasingly fearful, this can trickle down to the development of children’s
own fears [14, 71]. The research on fear of technology in
HCI has focused mostly on parental fears of technology for
their children and how to protect children. Parents have
many fears about online privacy, surveillance, safety, visibility [16, 18, 36, 89, 94], screen time addictions [38, 39, 58], and
explicit media content [16, 36, 94]. Unsurprisingly, parents
employ a number of strategies to keep their children safe
from threats, such as parental monitoring and surveillance
[18, 36, 37, 94] and mediation strategies [24, 58, 59, 66, 90].
More recently, HCI researchers have co-designed with children safety strategies and self-regulation [56, 64]. Despite
some tensions with parents and children when it comes to
how to execute online regulation [16, 18], children do acknowledge that parents should be regulating their online
safety and rules [56, 64].
While much literature exists on how parents perceive fear
and safety, less is known directly about children’s own fears
of technology. More recently, Zhang-Kennedy et al. [100] focused on parent-child dyads to explore children’s (ages 7-11)
perceived privacy and security threats. The researchers noted

that technology fears and threats from children quite difered
from parents. For instance, children thought friends, siblings,
and classmates were threats because the other children could
get them into trouble with adults. Children thought that it
was dangerous to be exposed to violent and explicit media
content because they might get in trouble with other adults,
such as teachers and parents. Newer internet-connected technologies and toys are also a possible new source of fear in
children. McReynolds et al. [65] found that children were not
always comfortable playing with internet-connected toys
(Hello Barbie, Cognitoys Dino). Children (ages 6-10) had
privacy expectations of the toys, and did not always feel
comfortable sharing “secrets” with a toy that could listen in.
There is a need for children to learn more holistically about
what fears children have, even if the fears are potential. It is
also important to understand how to help children mediate
their own fears and safety online and develop strategies to
help parents mitigate both trust and control [45], as well as
what role interaction designers play.
The Nature of Creepiness and Technology
To better understand children’s fears of technologies, we
chose to use the colloquial word “creepy” as a way for children to both examine and express their fears. Prior work
defnes creepiness as the anxiety aroused specifcally by ambiguity surrounding a potential, but uncertain, threat [63].
In contrast, scariness is more closely linked to direct and
certain threat [43]. For instance, a “creepy” sensation of being watched relates to the uncertainty of how that person
should respond. This ambiguity stands in stark contrast to
the sensation produced by being chased by a “scary” monster,
an act that demonstrates clear threat. Both creepy and scary
stimuli can provoke fear responses in children [43], but the
presence or absence of ambiguity makes these two forms of
fear response qualitatively diferent [63].
In 2016, the frst scientifc paper to examine the nature of
creepy focused on a survey of 1,341 adult individuals [63].
For adults, creepy is a gendered term; people perceive men to
be creepier than women, particularly as a sexual threat from
a creepy person. Unpredictability is an important component
for creepy, such as laughing at unforeseeable and odd times.
Finally, some hobbies and interactions are strongly associated with creepy, such as watching and following people,
photographing people (especially children), and fascination
with pornography and taxidermy.
A link exists between creepiness and technologies. Tene
and Polonetsky [88] developed a theory of creepy in technology interactions. In their theory [88], creepy, as it pertains to
technology, policy, and law, is not unlawful. In fact, creepy
technologies are not always harmful, do not directly circumvent privacy settings, and do not always excessively
collect data. Their theory states that creepy technologies

tend to push against traditional social norms, expose a rift
between the public and the designers/engineers/marketing
professionals, and do not (yet) have social norms around the
technology.
In HCI, creepiness has been studied in the space of how
users felt privacy violations and personal space in the Apple
App Store [83], privacy concerns in online advertisements
[67, 75] and user perceptions and trust in online privacy disclosures [60]. Two studies exist on children and creepiness
in technologies. Brink et al. [20] examined the uncanny valley in youth (ages 3-18) in human-robot interactions. The
uncanny valley is a phenomenon in which as robots become
more human-like, people see them as strange and weird
[68, 69]. Brink et al. found that children had uncanny feelings
about human-like robots, especially if they have human-like
minds [20]. Another study described children’s mental models of how Google’s search engine works, related to a picture
of a “creepy guy” at the other end of a computer that sent the
children the search results [53]. Overall, much less is known
about children’s perceptions of creepy technologies, how it
relates to fears and threats, and how children mediate this
tension.
3 METHOD
Participatory Design
For this study, we adhered to the participatory design (PD)
method of Cooperative Inquiry [28, 98]. PD is a method of
design that brings users and designers together to co-design
new technologies [31, 52]. Cooperative Inquiry is a method
of PD that emphasizes close design partnerships between
children and adults [28, 98].
We chose to use PD and Cooperative Inquiry [28, 98] as
our method for this investigation for three reasons. First,
prior research has shown that while interviews and surveys are scalable for fear studies (i.e., more children can
be inquired) [42], the complex and sensitive nature of fear,
creepiness, and technology can be difcult to elicit responses
through interviews alone [93]. Second, researchers in HCI
have demonstrated that PD techniques allow children to
more concretely express abstract ideas [29, 40, 41, 91, 95].
When considering complex technological interactions for
children, such as their perceptions of fear and creepiness,
interviews and surveys alone do not generate as rich of data
as PD techniques [91, 95]. We believe that to initially develop a conceptual model of fear and creepiness, we needed
methods of design with children that allow for in-depth rich
engagement.
Cooperative Inquiry works well for fear and creepiness
for three reasons. First, the children already work closely
with adults and are more likely to express their perceptions

around childhood fear more assertively. In design partnerships, there is a strong emphasis on relationship building
between children and adults [98], which allows children
to be more open to adults about sensitive topics like fear,
threats, and creepiness. Second, children in long term codesign groups are already knowledgeable on multiple PD
techniques that can elicit diferent responses. Finally, Cooperative Inquiry partnerships with children have already shown
to produce in-depth and rich data around complex topics of
intelligent user interfaces, cyber-security, and online safety
and privacy in HCI research [56, 64, 95].
Our PD sessions focused on designing and eliciting responses from children about their perceptions of creepy
technologies. We conducted four 90-minute sessions across
the span of six months. We used three PD techniques [91]:
Bags of Stuf [27], Big Props [91], and Line Judging [91]. In
addition, we interviewed eight out of eleven children individually to triangulate our fndings between individual and
group perspectives [25].
Participants
An intergenerational co-design group, consisting of both
adult design researchers (investigators, masters, and undergraduates) and child participants (n = 11; ages 7-11) participated in the four design sessions. The team is called KidsTeam
UW (all child names are pseudonyms, Table 1). At the time
the work was conducted, all children had participated in
KidsTeam UW for the past 1-4 years. We obtained parental
consent and child assent. All research conducted with children has been approved by our university’s Institutional
Review Board for ethics. In each of the design sessions, between six and eight adult facilitators acted as design partners
(e.g., designing with the children, facilitating discussions).
Design Sessions and Interviews
Each design session of KidsTeam UW consisted of snack time
(15 minutes) to build relationships with the children. Next,
circle time (15 minutes) is a warm up activity in which we ask
a “Question of the Day” to help adults and children get ready
for the design activity. During design time (45 minutes), the
team either breaks up into smaller intergenerational groups
or remains together in a single design activity. Finally, in
discussion time (15 minutes), diferent groups present their
fnal designs and the whole team refects on the design experience and common threads. For each design session, we
chose a design technique that corresponded to the goals of
the session.
We organized the sessions to start broadly about what children thought about the relationship with creepiness and technology (DS1), and later focused on creepy scenarios (DS2)
and real-life technology prototypes (DS3). Finally, we triangulated the sessions by asking children to develop trusting

Table 1: Demographic characteristics of our child participants. All names are pseudonyms. Siblings are indicated
with +, $, # symbols.
Name

Age

Gender

Ethnicity

Sessions

Sushi
Raymond
Justice+
Lily+
Polly$
Maggie$
Akane#
Kenshin#
Alejandro
Daniel
Grace

9
7
10
7
10
7
11
7
8
10
7

Female
Male
Male
Female
Female
Female
Female
Male
Male
Male
Female

Asian-Black
Asian
Native American-Asian
Native American-Asian
Asian-White
Asian-White
Asian-White
Asian-White
Hispanic
White
Asian

1-4, I
1-4, I
1-3
2,4,I
1-3
4, I
1-3
2, 4, I
1-4, I
1-4, I
1-4, I

technologies (DS4) and interviewed them. For each design
session, we video and audio recorded the interactions with a
single camera. In DS1 and DS4, a rotating facilitator moved
the camera throughout the session to focus on diferent codesign groups, while in DS2 and DS3, the camera stayed
in fxed position to capture the entire group. Each design
session consisted of a design activity chosen for its potential
to explore diferent aspects of fear, creepiness, and trust.
Design Session 1 (DS1, February 2018): We asked the children to design a technology that would be creepy, but that
people would want to buy. In introducing the topic of creepiness, we asked the children to design what they thought was
creepy. We did not provide them with a defnition, and we
explicitly told them we wanted to learn what creepy means
to them. We used the PD technique Bags of Stuf [27], a
low-fdelity prototyping technique. We flled large bags with
craft materials (i.e., construction paper, markers, stickers).
Smaller groups of three to four children and adults worked
together to create a low-tech prototype.
Design Session 2 (DS2, March 2018): We elicited information regarding how children thought about specifc technological scenarios. Prior to DS2, the frst and last author
examined the prototypes from DS1 and developed 12 hypothetical scenarios of technologies for the children. We developed these hypothetical scenarios by pairing initial creepy
themes (visual appearance, deception, privacy and surveillance, lack of control, inappropriate contexts, and mimicry)
we found in DS1. For example, one scenario was a stufed
animal cat (i.e., Pusheen, Figure 1b) (physical appearance
as cute) that would remind children to exercise all the time,
but the children could not turn this feature of and the device sent reminders to parents about exercise status (lack of
control). Another scenario was using K-2SO, a black-colored
robot from Star Wars [47]. (Figure 1a, visual appearance as

Figure 1: (a) K-2SO toy; (b) Pusheen toy; (c) Pepper robot;
(d) Anki Cozmo robot; (e) Woobo; (f) Luvabella doll; and (g)
Maslo app. Images captured from YouTube and Apple App
Store.

fearful), and having it laugh randomly at any moment day
or night (inappropriate context).
We used a PD technique called Line Judging [91] to have
the children assess the scenarios. Line Judging is an evaluation technique that allows the design team to assess positive
and negative feelings. We drew a 3-meter line on the whiteboard; we wrote “CREEPY” on one end, “NOT CREEPY” on
the other end, and in the middle, “NOT SURE.” One of the
researchers read the frst scenario with a slide deck presentation. Once the children heard the scenario, they moved
themselves in the position on the line of their opinion. The
children then shared their opinions of the scenarios with
the adults; children also had the option to change their position on the line if their opinions changed. The process was
repeated with each new scenario. To enhance internal validity, we counterbalanced the scenarios in DS2 with what we
believed were non-creepy examples (e.g., a cute stufed cat
toy). Children in DS2 also had reactions that difered from
what we expected, indicating the children had their own
independent opinions.
Design Session 3 (DS3, May 2018): Based on initial criteria we were developing from DS1 and DS2, we went through
YouTube and Apple App Store and chose 10 diverse technologies to present to the children. Such technologies included
various social robots (e.g., Anki Cozmo [5], Woobo [4], Pepper the humanoid robot [2], Luvabella [6]), Internet of Things
devices (e.g., toothbrush [9], water bottle [8], Google Clips
video camera [3], Amazon Alexa Kids Edition [7]), diary
smartphone apps (Maslo [10]), and headsets that could monitor emotion (Emotiv [1]). We implemented Line Judging [91]
again, using the same “CREEPY,” “NOT CREEPY,” and “NOT
SURE” positions.
Design Session 4 (DS4, July 2018): Our aim was to triangulate data from DS1-3. We used a combination of Big Props
[91] and Bags of Stuf [27] PD techniques. Big Props is a form

of scenario-based design [76] in which design groups use
large items to act out a scenario. We gave groups of three to
four children and adults plastic bins and asked them to use
Bags of Stuf [27] materials to design technologies that were
trustworthy. Children and adult groups needed to act out
a technological scenario with the plastic bins that showed
how their designs evoked trust in users.
Interviews (August 2018): Finally, to confrm our fndings, we interviewed eight of the eleven children (three of
the children aged out of the team by Summer 2018) that
participated in KidsTeam UW. We asked questions such as,
“What makes technology creepy?”, “Do you use technologies
in your life you think are creepy?”, and “Do your parents
use technologies in their lives that are creepy to you?”. We
audio recorded and transcribed all interviews.
Data Analysis
We approached this analysis using grounded, inductive, and
qualitative methods [23, 25]. The frst and last authors of
this study frst examined the literature to see whether creepy
themes were present in child-computer interaction. With little to go by in the literature, we generated the initial themes
from DS1-4 through initially open discussions of the video
data. Next, we began an inductive analysis of a total of 297
minutes of video data (not including snack time). Primary
and secondary reviewers (co-authors, not frst/last authors)
watched the videos and transcribed the entire DS1-4. For
DS1 and 4, because the camera moved throughout the design sessions to focus on specifc groups, we transcribed the
individual conversations and the group discussion. For DS2
and 3, we transcribed only the conversations around the
scenarios and technologies and the larger group discussions.
Once transcriptions were completed, we partitioned the
transcript into individual child utterances that could be categorized. We analyzed the data using afnity diagramming,
a method for organizing large amounts of qualitative data
[44]. Afnity diagramming is an inductive approach that
iteratively defned, refned, and combined the statements
(notes) into larger themes. Our group constructed our afnity diagram through RealtimeBoard, an online collaborative
whiteboard that allowed us to work together remotely to
generate themes [11]. We visually represented each statement from a child pertaining to creepy technologies, fear,
and motivations as a digital note. At times, children in this
study used the terms “scary” and “creepy” interchangeably
and struggled to articulate the distinction precisely. To denote the diference, we examined if the terms were centered
around the ambiguity and uncertainty of fear. Thus, when
children used the term “scary” to describe ambiguous threats,
we denoted this instance as “creepy.”
The authors of this paper iteratively organized the notes
into themes over the course of four group discussions. We

used the individual child interviews as a way to triangulate
the groups in DS1-4. This approach allowed us to complement themes generated by the group as a whole with children’s individual perspectives. Overall, we identifed eight
major themes (two fears, fve signals of creepiness, and one
mediation).
4 FINDINGS
The children in our study reported several types of fear [43]
in relation to their perceptions of technology. The two types
we observed from our analysis were (1) Physical Harm and (2)
Loss of Attachment. These two types of fears lay the foundation for how children describe the properties of technology
they fnd creepy. We report on fve design properties that
prompt these fears and why they elicit these fear reactions:
(3) Deception vs. Transparency, (4) Ominous Physical Appearance, (5) Lack of Control, (6) Unpredictability, and (7) Mimicry.
Although we describe each of these as individual themes, we
also found that they are interrelated and can compound one
another’s efects. Finally, we examine how children make
sense of these fears and design properties through their (8)
Parents.
The Fears that Technology Can Cause
Although a large body of work reports on threats children
fear from technology, particularly with respect to surveillance and online safety [36, 51, 55, 94, 100], we found that
children were more concerned with threats of physical harm
and loss of attachment.
Physical Harm. At the most primal level, this type of
fear refers to physical and bodily harm (whether real or
imagined) that could occur as a result of a technological
innovation [43]. Children in this study often used words such
as “kill,” “murder,” and “dead” to convey their fears about
creepy technologies. We asked the children in interviews to
draw creepy technologies. All of them independently drew
some form of monstrous technologies [82], ready to take over
their lives and physically harm them (e.g., “kill me”). As such,
children frequently mentioned a fear of technologies stalking
them. They depicted stalking (whether by technology or by
a person using technology) as a form of dreadful waiting in
advance of physical harm. In this context, children explained
there was a diference between things that are “scary” and
things that are “creepy.” Daniel summed up this distinction
saying (DS2), “Creepy is a long-term, and scary is a short
term.” In this case, creepy stalking is persistent, always in the
background, and waiting to cause harm. Alejandro explained
(DS2) that surveillance in technology was creepy because,
“you basically just feel like he [the technology] is waiting for
the moment to kill you.”
Children also described physical harm from creepy technologies as a form of punishment. In DS1, Justice and Daniel

built a creepy stalking suit that would electrocute the user at
random for punishment. Another type of physical fear came
in the technology’s size and shape. In DS3, Grace thought
the child-sized Pepper robot was frightening because it was
large enough to push her around. Grace expressed, “I am so
scared [of Pepper the robot]. If it is this big [put her hands on
her head to indicate the height], I am scared. Because, because
it [can] literally like smash everything.”
Loss of Atachment. Children in this study frequently explained that creepy technologies scared them because they
feared they might take them away from their parents. Grace
stated (Interview) that creepy technologies can take you
away from your mom and dad, where she felt safety. However, children expressed their concerns about the loss of
attachment relationships as more than just the loss of protection from physical harm. Children in this study frequently
referred to the animation movie, Coraline [46] (DS1, interviews - Grace, Sushi). In the movie, the protagonist (Coraline)
travels to a parallel world, where she meets dolls that act
like her parents. The parent dolls treat Coraline well and ask
her to stay in their world, on the condition they sew buttons
over Coraline’s eyes.
The plotline of Coraline [46] mirrors some of the technological fears that children expressed related to loss of attachment. First, children frequently used the phrase, “taking over
your life” to describe creepy technologies. Maggie said (Interview), “Because if it [a creepy technology] was in your life,
and it was trying to take over your life, then I would die.” And
children were particularly preoccupied with the idea that
a technology might try to act like their parents. Alejandro
(Interview) noted that it would be fne if digital voice technologies mimicked Barack Obama, but that it would not be
okay if the technologies sounded like his parents. This fear
is not unheard of; researchers have been able to accurately
synthesize Barack Obama’s voice using neural networks [85].
Similarly, as technologies advance, children explained that
it seemed creepy to not be able to distinguish between loved
ones and digital technologies. Polly showed concern in DS2,
“Cause it [a Roomba with voice] can replicate your parent’s
voice and make you believe it’s your parents. And it’s not
trusting your parents that it’s actually your parents.” And
when children mentioned their fears related to stalking, they
explained that they feared technology was stalking to learn
how to become like their families. Vice versa, if technology
could act as a parent, it could also mimic a child, thereby
leaving open the threat of taking the child’s place. Sushi
noted (DS3), “What if, what if they [parents] ignore me. What
if, what if they [parents] want Pepper [robot] and not me?”

The Design Properties of Creepiness
Children consistently surfaced fve properties that signal
creepiness in technologies, which we describe in the subsections below.
Deception vs. Transparency. Children frequently described
creepy technologies as ones that deliberately and intentionally try to deceive users by cultivating false mental models of
interactions or outcomes. For instance, children considered
it creepy if a technology did not intentionally give enough
information for them to fully understand it. In DS2, Akane
described a creepy scenario in which a Roomba vacuum
cleaner called out their names using their parent’s voice.
Akane: Because, um, because it’s like, this is actually
Roomba talking, like, if your parents recorded that [message], I don’t think they would say, “This is actually
Roomba talking.” I think they would say, “This is, like,
this is a recording or something.”

In Akane’s description, the technology did not actively declare who was speaking, so it appeared the technology was
trying to deceive the child into believing a parent was speaking.
Similarly, children thought about deception with respect
to the way others might use a technology. They described
creepy technologies as conduits through which strangers
might interact with them. Such interactions included hacking, theft, secret recordings, and stalking. However, children
noted that surveillance via technology did not concern them
or feel deceptive when it came to their own parents. Children
in this study welcomed parental monitoring, so long as it was
made transparent that the technology was sending pertinent
information directly to parents. For instance, children were
comfortable with the idea of using a smart water bottle that
would monitor their water intake and share this information
with parents (DS3).
Children in this study asked for more transparency from
designers in helping them understand how the technology
works and whether it is trustworthy.
Daniel: (Interview) Like I’ll say - call Jan Smith [mom,
pseudonym] and it [digital voice assistant] will call that
person. Okay, it will call them. Then when I ask - will
you kill me in my sleep? It says - I can’t answer that.

Here, Daniel wanted a direct “no” in answer to his questions about killing him while he slept. Children noted that
broad, non-specifc answers to difcult questions made the
technology appear creepy because they projected ambiguity. Researchers have noted that intelligent user interfaces
cannot just provide simple “I don’t know” or “I’m not sure”
responses to children when asked difcult questions [95];
here, we shed light on one reason why.
Ominous Physical Appearance. How technology looks,
sounds, and feels is often an initial signal of creepiness. For

children in this study, the physical appearance was very infuential in their opinions about a technology and its creepiness.
Children expressed an expectation for what was “cute” and
what was “scary” looking. For instance, using the K-2SO
robot toy (Figure 1a) in DS2 consistently generated strong
vehement responses from the children as creepy. Children
thought, K-2SO’s black and cold appearance looked like it
was “staring at you” and “waiting for him to kill you.”
Ominous physical appearances did not have to be intentional. For instance, children thought the Pepper humanoid
robot (DS3, Figure 1c, [2]) was creepy looking because it
was missing legs, was tall, and had eyes that resembled a
camera. In contrast, children leaned towards technologies
that were cute. The children did not like Maslo (DS3, Figure
1g, [10]), an app with a large, black dot, because it looked
like a, “black spirit” and a “black hole.” In contrast, children
described Pusheen’s appearance (DS2, Figure 1b) as, “potatoes in the ears and the face,” “fat,” “cute,” and “friendly.” Anki
Cozmo (DS3, Figure 1d, [5]), compared to Pepper robot (Figure 1c, [2]), was “tiny” and “acted stupid,” indicating that
it was not threatening. However, children also noted that
physical appearances can also be deceptive when it comes
to creepy technologies. Both Daniel and Akane noted that
if technology was “too cute,” it could be hiding something
sinister.
Interestingly, even if a technology included components
that might raise privacy or surveillance concerns, if the design was cute looking, children looked past such issues. In
DS3, children in the study overwhelmingly wanted to own
a Woobo (Figure 1e, [4]), a social robot toy with an embedded microphone, Internet connectivity, and messaging
application, because it, “looks so cute.” In contrast to Woobo
in DS3, children disapproved of Luvabella (Figure 1f, [6]), a
robotic human doll that suggests the uncanny valley [68, 69].
In this case, although a humanoid doll might appear harmless, children stated that the doll’s laughter, eye blinking,
and movements suggested it had ulterior motives. Similarly,
Daniel noted (DS3), “That is even more creepy because it’s
cuter. If it’s cuter and doing creepy things, it’s worse.”
Lack of Control. Children frequently expressed concerns
about lacking the ability to control the technology, its actions,
or outputs (e.g., information, security). Children explained
that lacking control over a technology contributed to their
sense of it being creepy. They explained that in part, this
stems from the fact that technology appears more “alive”
and has more agency, which they fnd disturbing.
Kenshin: (Interview) Yeah, so, it’s like Alexa is in this
room and she starts interrupting this conversation... Or
like she actually had a brain.

For children, as technology gets out of their control, it seems
more alive and deceptive.

A lack of control over technology is also indicative of
controlling the fow of information to others (e.g., parents,
strangers, etc.). First, the children wanted to control access of
information to the technology. For instance, in DS4, Daniel
and Raymond built an intelligent trashcan that let children
know it both scanned and deleted their facial recognition data
each time. The children also put a button on the trashcan that
allowed for manual deletion of data. Alejandro (Interview)
noted that the iPod Touch we were using for audio recordings
was not creepy “because then you can like delete what it said
or like do stuf.” Similarly, Alejandro stated that smartphone
gaming apps were not creepy, because he felt he had full
control over when to turn them on, when to turn them of,
and when to delete them. As long as he felt he was in control
of when an app was on, Alejandro did not consider gaming
apps creepy. However, for children (and even adults), this
may be a false sense of security, as many of these experiences
may be conducting more surveillance than users realize.
Second, children wanted to control the fow of information
to their parents. Polly jokingly expressed (DS2), “Yeah it is
like, it [the technology] comes at your parents and goes like,
‘You should stop feeding your kids candies.’ That is like my worst
nightmare!” Polly does note the extent to which children
want their information shared and surveilled by technology.
In her case, this is about technology trying to manipulate
her parents and in some way intrudes on her relationship
with them.
Unpredictability. Children also said that objects that typically seem benign become sinister when they hint that their
behavior may be diferent from what children expect. Kenshin described (DS2) this kind of paradigm shift in his perception of an Amazon Echo voice assistant saying, “Because
then it would be a model of a person except it was like, an Amazon or an Alexa or Google and it talks exactly like a human...
So, it wouldn’t like only respond to when you say ‘Alexa’ or
‘Hey, Google.’ ” In this case, he explains that the digital voice
assistant with which he is familiar becomes creepy when its
predictable response pattern shifts.
Furthermore, the perception of creepiness becomes more
apparent when these unpredictable behaviors are also contextually inappropriate. For instance, the children thought
laughter from technology in response to a joke was disconcerting.
Grace: (DS2) When it [the technology] laughs at your
joke or it responds, it’s sort of creepy because, like, if it’s
like my mom or dad or my friend or my teacher, not
creepy.

Grace’s existing paradigm maintains that a technology
cannot understand jokes; laughter from a device in response
to a joke signals that this is not a paradigm upon which she
can rely. Laughing has multiple purposes, one of which is to

communicate malintent. Akane noted in DS2, “But, with the
laughing, it’s like a creepy murderer coming into my house.”
Grace expressed (DS2), “It’s so much creepier because it seems
like someone’s laughing to kill you... Like if, when people laugh
at night, it makes me so scared.” In this case, the random
laughter at night amplifes an already fearful time for children (bedtime).
In complete contrast, we asked the children if it would be
fne if technology made fatulence sounds (“if the technology
farted?”). For the children, technology farting was completely
fne and not creepy (Polly in DS2: “farting is adorable”). To the
children, laughter from the technology is a form of speaking
and can communicate many intents, from benevolent to
threatening. Daniel explained (DS2), “It’s [laughter is] like
speaking. It’s like physically speaking, but [farting] - you’re not
actually making noise [to communicate] and ... [laughter is]
like speaking, but it’s not speaking.” Daniel indicated a subtle
and important distinction: laughter can be motivated by
multiple intents, but farting lacks this motivational nuance.
Flatulence is a random sound with a lack of malintent, but
indicates toilet humor and embarrassment [70]. In contrast to
laughing, farting at night is fne (Grace in DS2: “it’s basically
normal during the day or night”) because it is contextually
appropriate.
Mimicry. We refer to mimicry as technology pretending
and imitating as something else. Similar to the uncanny
valley [68, 69], children did not want technology to fully
mimic humans and animals, but for diferent reasons than
have been reported, generally in the space of human-robot
interactions [20]. First, children had a visceral reaction to the
idea of technologies trying to mimic the children themselves
(Me). In DS2, many of them referred to this form of mimicry
as a form of surveillance (Justice, Polly), a theft of their
identity (Akane, Daniel), and a completely inappropriate
use of technology (Grace). In particular, Grace had the most
extreme reaction in DS3. She displayed jealousy when she
realized Pepper the robot was child-sized, “Yeah! It’s like
Pepper is here everybody, and then turns into ME, and then
everybody just likes him.” Children also described listening
and stalking as mechanisms by which technology might try
to mimic them and ultimately subsume their identity and
personhood:
Polly: (DS3) Cause it - he’s [technology] listening - you
tell him, you tell the thing about your day and it just
listens to you like, ohh, you tell it - it wants to take away
your life!

The fear of technology listening, becoming more intelligent, and taking over is not unusual; old stories and myths
throughout diferent cultures show humans creating machines, but the machines (automata) turning against man

[62]. However, children anticipated extreme forms of intelligent intrusion, explaining, that as surveillance increased,
technology could understand, for example, your feelings,
know your blood type, understand inner thoughts, learn
your humor and jokes, and fgure out your actions. The children in this study called this, “stealing your identity” and
taking away family attachments. This difers from how an
adult might think about identity theft, which might be more
focused on fnancial detriment by a stranger.
Second, similar to the loss of self, children thought technology wanting to mimic and act as their parents (or other
people in their network) was creepy. For instance, children
built a digital voice assistant that would attempt to steal their
parents’ identities and act like their parents (DS1). In DS2, we
asked the children what they thought of a Roomba vacuum
robot using their parents’ voices to call to them. This idea of
technology acting as their parents was disconcerting to the
children.
Third, technology that mimics other humans inspired reactions in children that aligned with the uncanny valley
perception [20, 68, 69]. Sushi strongly disliked Pepper the
humanoid robot: “It makes me feel like it’s trying to be a
child but it’s not really a child... It makes me feel a bit creeped
out! But it’s cuz like, ‘I am a child... a human robot’.” In contrast, children had no misgivings about technology copying
animals. The children thought it would be cute to hear technology purr like a cat or follow them like a pet. However, if
the technology following and acting as an animal was seen
as deceptive, then the children thought it was creepy.
Trust in Parents for Technologies
We asked in the interviews whether or not children thought
their parents used creepy technologies. Children in this study
trusted their parents’ views on technologies in the home. For
instance, Alejandro (Interview) relied on his mom’s judgment, saying, “If another person designed it [the technology]
and my mom would be okay with it. That would be fne [for
me].” In Lily’s interview, she noted that she trusted the technology in her home, because she trusted how her parents
passed information to the technology.
Lily: (Interview) I’m not quite sure but I trust them [the
technology] because I know that it’s like [the technology] can’t do anything with the information or anything
like that.

For Lily, she noted that the only way technology can gain
access to information is when her parents give up that information (voice) to Siri. Here, she trusts that her parents
have control over the information, therefore, the technology
in their home must be safe. In general, most of the children explained their parents do not use creepy technologies.
Maggie explained, “Well, [my parents use] computer, iPads,
TV, yep.” We asked if those technologies were creepy, and

Figure 2: A conceptual model of children’s perceptions of
creepy technologies.

Maggie replied simply, “No”. Interestingly, consumer technologies like smartphones, laptops, and tablets have some of
the creepy design properties they mentioned (i.e., deception
and transparency, lack of control). But some of the children
did not see them as creepy, since their parents frequently
used them in the home.
In contrast, Raymond’s family placed covers on laptop
video cameras to prevent unwanted surveillance (“So, the
camera wouldn’t be watching us [my family]”). We asked
why he thought his parents did this. He explained (Interview), “like it [home technology] could do something and it
could watch you and stuf do something or go somewhere.”
People that could watch you were “robbers” and “hackers”
that would fnd a way to change your passwords. In this case,
Raymond’s negative perceptions of creepiness are mediated
by his parents’ actions toward preventative measures.
5 DISCUSSION
Modeling Creepiness
Based on our themes, we developed a conceptual model.
Figure 2 visualizes the major themes and subthemes.
Signals. Throughout our design sessions, children surfaced a recurring set of properties that signal to them that a
technology felt creepy. Deception and transparency, an ominous visual appearance, lack of control, mimicry, and unpredictability each raised concerns for the children in our study.
The children reported that an Amazon Echo could be creepy
if it was deceptive (e.g., if a stranger hacked the device to
listen in), took control (e.g., if children could not choose
when the device could listen), was unpredictable (e.g., gave
responses that were contextually inappropriate), or engaged
in mimicry (e.g., if the device developed a mind). Individually and collectively, these cues from technology trigger for
children the possibility that the technology poses a threat, a
state known as fearful arousal [81].

Fears. Similarly, children raised two recurring concerns
about the risks from creepy technologies, explaining frst
that the technology might pose a threat to their physical
safety. Second, children repeatedly surfaced scenarios in
which a technology has the potential to intrude on or even
dismantle their trusted network and attachment relationships
(most often parents). Robots that were too large became
physically threatening, and while children were comfortable
with a computer voice pretending to be Barack Obama, they
were terrifed of the idea of the same interface pretending to
be their parent. Creepy signals from a technology can lead
children to evaluate it in light of these concerns, thus we
model these signals as predictive antecedents to two deepseated fears (Figure 2).
Mediation. However, participants also made clear that
the relationship between signals and fears is mediated by
parents’ input. Children explained that they look to trusted
adults as proxies for detecting creepy or otherwise untrustworthy technologies. Parents mediate the relationship between creepy signals from a technology and children’s assessment. That is, when an adult they trust deems a technology
trustworthy, children accept this assessment and transitively
extend their trust to the system. When adults describe a
technology as creepy, it becomes more alarming to children,
similar to vicarious learning of fear [12–14].
This model expands prior work documenting the technologies adults fnd concerning [16, 18, 36, 45, 58, 84, 94, 100],
and other work documenting children’s fears [20, 30, 42, 43,
71, 72, 79]. Here, we narrow the set of considerations to those
that were relevant for the 7-to-11-year-olds in our study and
examine the way in which design decisions align with the
fears surfaced by children.
The Utility of the Model
Our model suggests designers have a responsibility to refect
on how they might trigger childhood fears. Childhood fears
can be pervasive and last into adulthood as phobias [74],
and acute events that frst instill these fears (e.g., viewing a
horror movie) can shape an individual’s behavior for decades
[22]. Our fndings suggest that today, designers may not always incorporate these concerns into their process, and as
a result, some create smart speakers that are bafed by the
question, “Will you kill me in my sleep?” rather than ones that
are prepared to address it and are sensitive to its importance.
While it is difcult for designers to anticipate all types of
creepy concerns, we believe intentional and explicit attempts
to mitigate the creepy perception in children is still worthwhile. The fears that did not surface in these conversations
are also noteworthy. Children failed to mention many crucial
privacy and security concerns that are pervasive in both public discourse and computing scholarship, such as fnancial
identity theft, targeted advertisements, or data mining. At

times researchers asked leading questions about surveillance
technologies or data collection, but children did not latch on
to these concerns.
This distinction is consistent with prior work suggesting a gap in children’s awareness of these technology risks
[55, 56, 64, 94, 100]. And more interestingly, it also suggests a
gap between designers’ and researchers’ conceptions of technology risks and the concerns that are actually most salient
for younger users. Children in our study looked to the visual
interface and other overt signals for signs of concern, rarely
mentioning what might be going on behind the scenes. Thus,
our model not only highlights the importance of designing
against unproductive fear, it also questions whether interfaces are currently too efective in suppressing children’s
fear responses. For example, what should we make of the
fact that cuddly Woobo [4] raised no red fags for children
in this study, even though it has some potential for risk with
an embedded microphone, Internet connectivity, and data
collection?
Implications for Parents and Designers
Our conceptual model of creepiness can support families and
designers. From our model, we derived a set of questions
that both families and designers can use to better understand
children’s perspectives of creepiness in technologies.
• Deception: What information is okay for people to
know about children? Who do we think is trustworthy? Do we think technology could deceive people?
Why and how?
• Ominous Physical Appearance: What do we want a
technology to look like? Do technologies that look and
feel nice always act nice?
• Lack of Control: How much control do children have
over technologies? What kind of information should
children be able to have control over?
• Mimicry: What do we think about our relationship
with technology? Could technology ever replace people?
• Unpredictability: What are appropriate ways technology should act with people?
• Relationships: What do you think about parent/guardian
usage of technology? How does technology usage in
parents afect children’s views of that relationship?
Family Implications. Studies of HCI in family contexts
recommend shared conversations between parents and children around issues of monitoring, privacy, media use, and
fear [36, 56, 65, 94]. Our research supports such conversations and demonstrates the importance of parents’ perceptions of the trustworthiness of technology, at least for the
children we worked with. Our fndings complement Kumar

et al.’s [56] recommendations on parental scafolding of privacy and security for children. Children relied on their parents’ assessment of the creepiness of technology as a way
to gauge their own understanding, and they reported that
they trusted (to some extent) many common technologies,
such as tablets and smartphones, because their parents use
them. These fndings and questions can provide a scafolded
way in which parents can have discussions together with
children about their collective fears or concerns with respect
to a particular technology.
Designer Implications. This framework and questions
also provide guidance to designers seeking to create technologies children deem trustworthy and technologies that
are, in fact, worthy of their trust. For example, a heuristic
evaluation [73] conducted together with children could walk
through a list of signals that potentially raise concerns, asking questions like, “Can you imagine this technology lying to
you?” (Deception), or “What are some things this technology
might be able to do that you might not like, and how would
you stop it from doing those things?” (Control).
Similarly, designers might also conduct an analysis of
potential risks their system poses to children and evaluate
the extent to which their interface creates a false sense of
security in light of these risks. We propose that the extent
to which a UI works to build trust with a child should be
commensurate with the trustworthiness of the system behind
it and the risk to which the child is exposed. For example, a
friendly character with whom a child is likely to develop a
para-social relationship should be the face of a system that
has an equally trustworthy back-end. Consistent with prior
work (e.g., [65, 88]), we advocate for more transparency in
technologies for children.
Further, our fndings suggest front-end appeal and backend trustworthiness are not always aligned. For example,
children in this study believed that smartphones were not
creepy and that when a user closes an app, all access to information will cease. However, this is not the case for many
apps [54, 57], suggesting children (and adults) may have a
false sense of security with respect to common technologies.
We advocate for systems to embed in their front-end components a more realistic presentation of the risks they pose.
Currently, technologies geared at ages 13 and older (e.g.,
Facebook, Google, Apple) are attempting to design towards
more user-friendly privacy notices and controls [80]. However, the same trend also needs to happen towards children’s
technologies.
Ethical Considerations
In this study, we outline design properties that can be manipulated to signal to a child that a system is concerning. We
believe this raises an ethical dilemma, as it has the potential
to support nefarious actors seeking to suppress children’s

fear responses to problematic technologies. For example, a
social robot with charming visual appeal could give children a false sense of control (e.g., shutting it of does not
mean it is actually of). Dark Patterns are pervasive design
patterns that exploit users for the beneft of the developer
[33, 99], and it is possible that documenting the design features children fnd creepy would support such work. At the
same time, we believe this conceptual model also can arm
parents, children, advocacy groups, and ethical designers
with knowledge of what to look for, how to think critically
about technologies, and develop new conversations about
creepiness, fear, threat, and safety. We also believe that it will
be up to the HCI community to examine designs for children,
both from the perspective of adults and children, to gauge
creepiness and potential for threat.
Limitations and Future Work
We developed our model through design sessions with 11
children in a single geographic region, all of whom have
extensive experience with technology and design. Therefore, we contribute to formative theoretical generalizations
in this space [96], not statistical generalizations [97]. Future
work remains to examine how robust these themes are more
widely seen. The children in this study also know each other
well (e.g., friends, siblings) through extended co-design work.
As a positive factor, children were not afraid of informing
us of their fears. They were comfortable rifng of of each
other (and the adults), working together, and disagreeing
with each other in all the design sessions. At times, the children were distracted by their close relationships. Their close
relationship also makes it more likely that their comments
refect the culture of the specifc group.
We also conducted this work with children alone, and
future co-design sessions that incorporate parents could expand this work to a whole-family perspective. Future surveys,
usability studies, or experimental studies could evaluate the
prevalence and validity of the themes we encountered to
validate and expand on our model [96]. Additional work
remains to iteratively develop prompts for parents and for
designers to refect on interfaces and designs in light of the
risks they pose and the fears they inspire. This work can
also go deeper to specifc technologies, such as virtual and
augmented reality, and mobile technologies, to understand
specifcities in design that are creepy.
6 CONCLUSION
Across the four design sessions and corroborated by individual interviews, we saw two basic fears of technologies and
fve consistent themes in the design properties that children
fnd creepy, including concerns about a technology’s visual
appearance, control, unpredictability, ability to mimic others, and likelihood of deceiving the user. By working closely

with children with PD methods, we were able to generate
deeper understandings of the relationship between creepy
signals and fearful responses in children. These signals that
a technology is creepy raise two specifc fears for children,
namely, that their physical safety might be at risk, or that
the technology will intrude on or disrupt their relationship
with a parent or other trusted adult.
Much of the research in HCI on security and privacy for
children and families has focused on parental fears around
technologies [16, 18, 36, 94, 100] and strategies to protect
children [24, 55, 58, 59, 66]. Our fndings illuminate core fears
of children that are overlooked in the design process and
have the potential to be invoked by technology. We argue
that it is essential to understand more deeply children’s fears
of technology and how they make sense of the digital world
around them. While we do not believe it is possible (or wise)
to eliminate all potential childhood fears in technology, we
do believe that understanding children’s perceptions in this
manner helps us to develop new designs and methods to
support resilience in children, transparency in design, and
security with families.
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